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Abstract—Pre-trained language models, represented by Bidi-
rectional Encoder Representations from Transformers (BERT),
show great potential for deep learning-based intrusion detection
systems (IDS) due to their strong semantic modeling capability.
However, the high cost of training and fine-tuning limits their ap-
plicability in large-scale and resource-constrained environments.
To address this challenge, we propose a Split-Federated BERT
framework with adversarial training for edge intrusion detection.
The framework partitions BERT into an Embedding layer
deployed at the edge and Transformer and Head layers hosted in
the cloud, enabling collaborative training between edge devices
and the cloud. At the edge, a conditional generative adversarial
network (CGAN) integrated with BERT enhances traffic feature
extraction. Guided by BERT, the generator adapts to local traffic
distributions, improving sample coverage and feature representa-
tion. Edge devices perform local updates to the Embedding layer,
while the cloud conducts high-dimensional semantic learning
using BERT’s Transformer and Head layers. During federated
aggregation, a multi-head attention mechanism is employed
in the cloud to differentially weight model updates, ensuring
distributional alignment and stable convergence. This design
decouples edge-side adversarial enhancement from federated
aggregation, reducing both computational and communication
overhead. Experimental results on multiple authoritative datasets
demonstrate that the proposed method consistently outperforms
local deep learning, BERT, federated learning, and split learning
baselines in precision, recall, and F1-score, while improving edge
computational efficiency and communication cost.

Index Terms—BERT, Multi-Head Attention, Federated Learn-
ing, Split learning, Adversarial Training, Intrusion Detection.

I. INTRODUCTION

ITH the increasing deployment of connected devices
W across diverse networked environments, the ecosystem
of these devices has gradually become a major target for
network attacks. According to the 2024 OneKey OT/IoT Cy-
bersecurity Reporﬂ 52% of organizations experienced at least
one attack caused by connected devices in the past year. The
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2025 Bitdefender IoT Security Landscape Repor indicates
that, among 58 million monitored devices, the frequency of
attack events is on the rise. Intrusion Detection Systems
(IDSs) [1]] play a critical role in monitoring network traffic,
identifying anomalous behavior, and blocking potential threats.
However, the heterogeneity of connected devices, the variety
of protocols, and the high-dimensional nature of network traf-
fic pose significant challenges for traditional machine learning
methods in capturing the deep semantics of traffic.

Deep learning (DL) enables end-to-end feature learning
from raw network traffic and is effective in detecting complex
attack behaviors through hierarchical representations [2]]. How-
ever, network traffic exhibits strong sequential dependencies
and protocol-level semantics, which conventional DL models
often fail to capture, particularly in fine-grained interactions
across complex protocols. Based on the Transformer archi-
tecture [3]], large language models (LLMs) [4] leverage self-
attention mechanisms to model long-range dependencies and
contextual relationships in sequential data. Researchers have
explored fine-tuning LLMs for direct traffic classification [J5]],
[6], enabling them to perform end-to-end intrusion detection
without handcrafted feature engineering.

Despite their impressive representational capabilities, LLMs
introduce substantial computational and memory overhead.
For example, TrafficLLM [6] achieves high detection accu-
racy, yet its substantial computational and memory overhead
limits its practicality for real-time detection of high-density
traffic in resource-constrained edge environments. In contrast,
relatively lightweight pre-trained language model BERT [7]],
[8] offers a favorable balance between semantic modeling
and computational efficiency. Through bidirectional encoding,
BERT captures contextual dependencies in traffic flows. This
capability enables effective intrusion detection by modeling
traffic as serialized sequences of protocol fields, event patterns,
and behavioral signals [9]]—[|12].

Split learning (SL) [13]], [[14] partitions models across edge
and cloud, allowing lightweight layers to run locally while
offloading computation-intensive components to the cloud.
Federated learning (FL) [[15]], [[16] further enables collabo-
rative training across distributed edge nodes by exchanging
model updates through centralized aggregation. The integra-
tion with SL and FL facilitates edge collaboration and edge-
cloud decoupling, providing a scalable and resource-efficient
framework for BERT-enhanced edge intrusion detection.

Zhttps://blogapp.bitdefender.com/hotforsecurity/content/files/2025/10/
2025_iot_security_report.pdf
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A. Challenging Issues and Related Works

Despite the potential, collaborative BERT training for edge
intrusion detection remains challenging.

1) Consistency learning across edge models. FL client’s
heterogeneity leads to divergence in attention patterns and
intermediate semantic representations, which conventional
parameter-averaging aggregation cannot resolve. To address
heterogeneity, Lee et al. [[17] introduce a meta-network guided
by local statistical features to dynamically adjust model param-
eters, improving both local adaptability and global stability.
DAFL [18]] mitigates the impact of low-quality clients on the
global model, enhancing performance while reducing commu-
nication overhead. XGBoost [19]] further integrates anonymous
aggregation and differential privacy to enable secure cross-
organization anomaly detection. RingSFL [20] integrates FL
with a model split mechanism and employs a ring topol-
ogy to handle client heterogeneity, reduce straggler effects,
and improve training efficiency in distributed settings. Fed-
PepTAO [21] introduces a parameter-efficient prompt tuning
approach for LLMs within FL, reducing parameters updated
during training. Despite these advances, existing approaches
primarily focus on parameter-level heterogeneity and conver-
gence optimization, while neglecting aligning representations
across edge models.

2) Efficient edge-cloud collaborative training. Under the SL
paradigm, frequent exchange of gradients or intermediate acti-
vations may incur substantial communication cost and training
latency. Kim et al. [22] partition DL models into sequentially
executed segments, alleviating local computational pressure.
In [23]], recurrent neural networks (RNNs) are split into mul-
tiple sub-networks, and intermediate features are exchanged
only when necessary, reducing communication rounds while
preserving accuracy. MergeSF [24] further improves training
and communication efficiency through feature merging and
batch-level adjustment. Several studies have also explored
split-federated designs. FedBERT [25]] introduces parallel and
sequential federated split training modes, while HSFL [26]
models training latency and privacy protection by formulating
edge—cloud model splitting as a contextual bandit optimiza-
tion problem. CHEESE [27]] coordinates distributed clusters,
model splitting, and bandwidth scheduling. MobiFormer [|14]]
is a split-federated transfer learning framework for drone
network resource allocation. However, existing split-federated
approaches are largely designed for conventional DL models
and lack solutions tailored to pre-trained language models.

3) Decoupling edge-side distribution enhancement from
aggregation. In distributed edge networks, traffic data is often
long-tailed and non-IID [28]], limiting the effectiveness of
federated and centralized training in capturing semantically
rich local representations. Existing studies show that gen-
erative adversarial network (GAN)-based augmentation can
partially mitigate semantic sparsity induced by data imbalance
in intrusion detection [2]], [29]. TMG-GAN [30] introduces a
GAN-based imbalanced learning framework that targets mi-
nority attack classes by synthesizing diverse and semantically
meaningful samples, improving detection under highly skewed
traffic distributions. Constantin et al. [31] present multi-GAN

architectures for augmenting streaming and tabular network
traffic. However, the heterogeneity in locally augmented dis-
tributions can amplify noise under indiscriminate aggregation,
and the inherent instability of adversarial training further
exacerbates convergence issues. He et al. [32]] propose a con-
ditional GAN (CGAN [33]])-based FL approach for intrusion
detection, which integrates long short-term memory (LSTM)
for classification and incorporates generated samples into the
original data for enhanced detection. Similarly, FGA-IDS [34]]
explores FL-GAN integration to improve data sufficiency and
robustness in distributed intrusion detection. FedGAN-ID [35]
leverages GAN-generated attack samples in FL. Despite these
advancements, existing approaches primarily focus on perfor-
mance and data augmentation, neglecting to decouple edge-
side distribution enhancement from federated aggregation.

B. Contributions and Organization

To address the aforementioned challenges, we propose a
split-federated BERT framework with adversarial training for
intrusion detection. This framework integrates edge-cloud de-
coupling, distribution enhancement, and a BERT-centric split-
federation design, optimizing both the computational load at
the edge and the global model aggregation in the cloud. The
main contributions are as follows:

o Edge-side distribution enhancement through adver-
sarial training. We introduce a CGAN-based distribution
enhancement on the edge, where BERT is embedded into
the CGAN discriminator to improve protocol semantics
and anomalous pattern detection. Backpropagated adver-
sarial gradients guide the generator to adapt to local traffic
distributions, enhancing sample diversity and improving
the quality of traffic feature representation.

o Split-BERT for edge-cloud collaboration. BERT is
partitioned into a lightweight Embedding layer at the edge
and a computationally intensive Transformer layer with a
prediction head in the cloud. This design reduces edge
computational load while preserving BERT’s semantic
modeling power, enabling efficient local updates and
high-dimensional semantic learning on the cloud.

o Cloud-side federated aggregation with multi-head at-
tention. Multi-head attention is used during federated ag-
gregation to assign differential weights to edge model up-
dates, improving semantic alignment and stability. Edge-
side adversarial enhancement is decoupled from federated
aggregation to prevent negative effects on global model.

Experimental results on the CSE-CIC-IDSZOISE[, NF-ToN-
Io and NF-UNSW—NBISE] datasets demonstrate that the
proposed method consistently outperforms local DL, BERT,
FL, and SL baselines in terms of precision, recall, and F1-
score, while simultaneously improving edge computational
efficiency and reducing cloud—-edge communication costs.

The remainder of this paper is organized as follows. Sec-
tion || outlines split-federated BERT architecture with ad-
versarial training. In Section we present the edge-cloud

3https://www.unb.ca/cic/datasets/ids-2018.html
4https://rdm.ug.edu.au/files/a4ad7080-ef9c- 1 1ed-a964-b70596e96ad5
Shttps://rdm.uq.edu.au/files/8c6e2a00-efc- 11ed-827d-e762de 186848
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Fig. 1: Split-federated learning framework for cloud-edge collaboration. During training, edge nodes deploy a generator G, a
classifier C', and BERT’s Embedding layer, where adversarial training acts as an auxiliary enhancement for BERT. The cloud
hosts BERT’s Transformer and Head layers for high-dimensional modeling, while a cloud-side multi-head attention module
performs federated aggregation by weighting edge model updates. During online detection, edge nodes rely on the BERT-

enhanced traffic classifier.

collaborative training of BERT across edge devices. Section [[V]
discusses experimental setup, ablation study, and baseline
selection. Section [V| presents the evaluation of detection per-
formance, along with the communication and computational
costs. Finally, we summarize the findings and discuss potential
directions for future work in Section

II. SPLIT-FEDERATED ARCHITECTURE

This section outlines the partitioning of BERT across edge
and cloud. As shown in Fig.[] the split-federated architecture
reduces the computational load on edge devices by han-
dling low-complexity tasks locally, while offloading resource-
intensive computations to the cloud. This collaboration en-
hances both local processing and global model aggregation.

A. BERT Model Partitioning

To facilitate efficient collaborative training on resource-
constrained edge nodes, we propose a cloud-edge federated
split framework that integrates layered BERT deployment,

edge-side adversarial enhancement, and cloud-side federated
aggregation. As illustrated in Fig. [T} the system comprises a
cloud server and I edge nodes.

The partitioning strategy optimizes resource utilization by
allocating tasks based on the computational complexity of each
layer. Accordingly, BERT is partitioned into Embedding (wf’),
Transformer (w{), and Head layers (w{’). The Embedding
layer, which has low complexity and fewer parameters, is
deployed on edge nodes to convert raw traffic features into vec-
tor representations. In contrast, the Transformer layer, which
requires more computational resources, and the Head layer,
which performs high-dimensional semantic classification, are
migrated to the cloud to reduce training costs on the edge.

To enhance sample diversity, a CGAN is incorporated at the
edge. Specifically, the Discriminator (D) is a composite archi-
tecture consisting of a BERT-enhanced semantic encoder and
a classification network (wbc), while the Generator (G) synthe-
sizes high-dimensional feature representations. Formally, the
discriminator is defined as w” = [wf, wg ,w{){ ,wS], where
wf and wbc are deployed on the edge, while wg and wf are
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Fig. 2: BERT-enhanced traffic classifier.

hosted on the cloud. Accordingly, the edge-resident bottom-
tier model is denoted as wy, = {w{, w, wf} , and the cloud-
hosted top-tier model is represented as w, = {w], w}'}.
Although physically distributed, these components jointly
form the discriminator through split learning, collaborating via
forward propagation and gradient backpropagation across the
split point.

This dual-dimensional optimization approach enhances the
system performance by balancing computational resources be-
tween the edge and cloud. The edge side leverages a CGAN for
local data enhancement and BERT for efficient feature extrac-
tion, ensuring that edge devices handle only low-complexity
tasks. Meanwhile, the cloud optimizes the aggregation of
updates using multi-head attention, ensuring that the global
model benefits from improved parameter updates informed by
data from edge nodes. The edge-side distribution enhancement
improves local model updates, which are then aggregated
at the cloud via multi-head attention to produce a refined
global model. The updated global parameters are subsequently
distributed back to the edge nodes, guiding the next round
of local adversarial training and distribution enhancement,
thereby forming an edge-cloud closed-loop optimization.

B. BERT-Augmented CGAN Model

On the edge side, a CGAN enhances sample diversity.
The D incorporates BERT as a semantic encoder to capture
global dependencies between traffic features, improving the
recognition of protocol semantics and anomalous patterns. The
G produces high-dimensional feature representations based on
class labels, and D, enhanced by BERT, distinguishes real
from synthetic ones. This process optimizes both components
to enhance the model’s ability to capture complex traffic
patterns.

As shown in Fig. 2] BERT is integrated into the D, thereby
forming an enhanced traffic classifier. In the Embedding layer,
traffic data is transformed into a sequence format suitable for

BERT input. Specifically, each sequence of traffic data is pre-
ceded by the special identifier [C'LS] to facilitate recognition
by the edge node i in wf;. Let = be the attribute features of
the traffic data. Then, each traffic sequence is represented as
x = [CLS,z1,...,2g,...,xN], Where x; represents the j-th
traffic sequence, and x; 5, represents the k-th attribute feature
of the j-th sequence. Via a single linear layer, x; is first
projected into a d-dimensional space

ejr=W¥z;, +bF (1)

where e; , is the embedding of x;, while WE and bF are
the trainable weight matrix and bias term, respectively.
Howeyver, since the self-attention mechanism in Transform-
ers is permutation-invariant, it cannot inherently capture the
sequential order of traffic features. We introduce positional
embeddings p;; and segment embeddings a to enrich the
representation. The final composite input is expressed as

Sjk =€k +a+ Pjk ()

where s; ;. denotes the word embedding of the k-th attribute
feature of the j-th traffic sequence. Accordingly, traffic se-
quence x; is encoded as the embedding sequence, S; =
[8j.[cLS]>Sj,15-++Sjks---,S5N], as the input to the Trans-
former encoder.

Each encoder includes a multi-head self-attention mecha-
nism, a feedforward network, and residual connections with
layer normalization. The multi-head self-attention mechanism
models global dependencies between traffic features by calcu-
lating attention weights between queries (Q), keys (K), and
values (V). After self-attention, a feedforward neural network
applies a nonlinear transformation to each position’s input to
capture more complex features. Finally, the features extracted
by the Transformer encoder are mapped to the output space
for the specific task. For traffic classification, BERT uses the
output for special identifier [C'LS] as the feature representation
of the entire sequence and connects it to a fully connected layer
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Fig. 3: Adversarial splitting iteration for edge models.

to predict the traffic sequence’s category.

ITII. SPLIT-FEDERATED TRAINING

Split-federated BERT training involves iterative cloud-edge
collaboration with adversarial training on the edge. In each
global round, edge node ¢ performs local adversarial training,
optimizing sample quality through dynamic games between
G and D. The edge node uploads intermediate features to
the cloud, which performs backpropagation and applies multi-
head attention to aggregate BERT updates. After receiving the
global parameters, edge nodes continue adversarial training
and local optimization.

A. Split Iteration with Adversarial Training

In the cloud-edge architecture, edge node ¢ trains the
bottom-tier model w;; (which includes G, the classification
network, and BERT’s Embedding layer) using local data D;,
while the cloud server updates wy ;. Let Wy ; and W, ;
represent the parameters of wy ; and wp ;. The prediction of
edge node ¢ for input x is determined by f(x; W, W) ;).
The goal of federated split training is to minimize the cross-
entropy loss across all edge nodes

I
. 1
min L(W) = i E E yvlog f(x; Wi, Wp5)  (3)
i=1 (x,y)eDi

where W = {Wy, Wp}{ represent the global parameters, and
y denotes the ground-truth label.

The basic training process of the bottom-tier model includes
forward and backward propagation for both wy ; and wy, ;, as
shown in Fig.|3] Edge node ¢ performs forward propagation on
a batch of local traffic data and sends the intermediate feature
representations of the split layer to the cloud. The cloud server
performs forward propagation on w, ; based on the received
intermediate features and updates w, ; via backpropagation.
Finally, the cloud sends the backpropagated gradients back to
edge node ¢, where the node updates wy,; through backward
propagation. This complete forward/backward propagation
constitutes a local iteration.

Traffic data is encoded into S; in the embedding layer
and uploaded to the cloud. The L layers of the Transformer
encoder extract deep semantic features. Each Transformer en-
coding layer consists of two sub-layers: a multi-head attention
mechanism and a feedforward neural network, both of which
are followed by residual connections and normalization. The
outputs of the first, second, and final sub-layers in the [-th
Transformer encoding layer are expressed as

E,; ; = Norm(S;; + MultiHeadAtt(S,;))) 4)
H;; = Norm(E;; + FFN(E;;))) 5)
Sjiv1=H;;,VI<L (6)

where MultiHeadAtt(-) represents the multi-head attention
function, FFN(-) represents the position-wise feedforward
function, and Norm(:) is the layer normalization function.
The multi-head attention mechanism allows the model to si-
multaneously capture different aspects of the traffic sequence.
The traffic sequence is projected into subspaces computed by
different attention heads, and the results are then concatenated
and projected back into the representation space via a weight
matrix. Specifically, the attention for the ¢-th head in the [-th
Transformer encoding layer is computed as

head;;; = Att(Qj1.¢, K1, Vi) @)

where Q;:, K;; ¢, and V;;; are the query, key, and value
vectors for the t-th attention head in the [-th Transformer
encoding layer for the j-th traffic sequence. By concatenating
the attention outputs from all M heads and applying a weight
matrix WO, the final sequence representation is obtained as

., head;; ;]WP. (8)

Sj’l = [headj’l’l, ey headj’l’t, ..

After passing through the Transformer encoders in wg on the
cloud, the traffic sequence yields a new vector representation.

The output vector at [CLS] in w//; is used as the semantic
representation of the traffic sequence. Edge node ¢ in wbcZ
processes h; and g;, where h; is the probability distribution
of the j-th traffic data encoded in high-dimensional space
by w,; through the process, and g; is the high-dimensional
feature representation generated by w(fi based on class labels
and random noise vectors. The output of wbc"i provides the
probability of traffic type. During iteration, wg;l generates
high-dimensional feature representations of traffic to confuse

D, while wlfi attempts to correctly classify the traffic data.

Let Wy, ; » denote the model parameters of wy; at the r-th
iteration, and B; be a mini-batch of data samples. The random
gradient under x and Wy, ; . is VI(x; Wy ; ,-). Let the learning
rate be 7. After one iteration, Wy ; ,. are updated as

1

Wyirs1 = Wy — 77@
K3

> VI W) (9)
XEDB;
Similarly, for the r-th iteration, let W, ; . denote the model

parameters of w,, ; at edge node 7, and the random gradient
under Wy, . output and W, ; . is VAW ; .(x); Wi ).
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After one iteration, WW»’,« are updated as

Wp,i,r-‘rl = Wp,i,r - Z VE Wb % T( ) Wp,z r)

xEB;

"B
(10)
During iteration, w’, takes random noise z and label y
as input, and outputs 7high—dimensi0nal feature representa-
tions wlfi(z, y). The discriminator at edge node ¢ is denoted
as wP = [wf,wl; wll;, wf’], which classifies both real
traffic and generated features conditioned on y. Specifically,
wP (x,y) denotes the discrimination of real traffic x, and
wD (wfl(z y),y) denotes the discrimination of generated
features. The optimization objective for wb , and wP is for-
mulated as
min max V(w?, wy) = Exep, [logw? (x,y)]

wily W]

w? (whi(2,5),y))]-

(1)
Through dynamic adversarial feedback, the BERT-enhanced
wP continuously improves its feature discrimination, guiding
wfz to adapt to local traffic distributions. In turn, the diverse
feature representations generated by wfl expand the coverage
of the feature space, enabling BERT to learn more robust and
discriminative representations.

+ Z~pz [log(l -

B. Multi-Head Attention based Split-Federated Aggregation

Unlike the self-attention within BERT’s Transformer en-
coder for modeling dependencies among traffic features, the
multi-head attention serves to weight model updates across
edge nodes during federated aggregation. In the split-federated
aggregation phase, the cloud server maintains separate Trans-
former and Head layers, denoted as wpi and wH for each
edge node. u) , from all edge nodes are aggregated using the
multi-head attentron mechanism and distributed back to the
edge to update the global model.

The scaled dot-product attention mechanism is used by the
cloud server to compute the similarity between wT from
different edge nodes. First, WT for all wp are stacked into
a tensor, W = [WT', ... Wgz7...7W§ J. Next, W] is
projected to generate the query matrix Q, key matrix K, and
value matrix V. The similarity between each query and key
is computed as the dot product of Q and K. If they are
highly similar, the corresponding value is considered relevant,
and the output is the weighted sum of the values. Using this
mechanism, the cloud server applies multi-head attention to
capture feature representations of WZ; in different subspaces.
The projection of Wg to subspaces computed by different
attention heads is given by

Q = W!IwW?
K, =W W[ (12)
V=W W/,

The query, key, and value vectors for the ¢-th attention head
are denoted as Qq, Ky, and V,, respectively. These vectors
are computed by projecting W; using the corresponding
learnable weight matrices W? , WE_ and W) . Each attention
head independently computes an attention matrix as

KT
o = softmax Qtit (13)
Vi,
where dj, represents the dimension of K. The attention weight
for the corresponding W;l;,i from the t¢-th attention head is
calculated as

Vit = V. (14)
Each attention head independently projects all Wpl, with
Q: = [Qi1,Qt2,---,Qu1l, Kb = [Ki1, Ko, Ki g,

and V; = [Vt 17Vt 2,4, Vi, I]

The cloud aggregates parameters WT from the edge nodes
with the multi-head attention mechanlsm For each attention
head, self-attention is performed to obtain a new vector
representation. By aggregating the results from all attention
heads, the cloud can prioritize edge nodes that contribute to
the global update, thereby refining model aggregation. After r
rounds of iterative updates, parameters Wg are updated as

1
T T
WL =3 W
i=1

where +; is the average of +y; ; from all attention heads.

The multi-head attention-based aggregation mechanism en-
ables the cloud to prioritize relevant edge nodes and efficiently
aggregate model updates, improving the global model while
reducing communication cost. The detailed split-federated
training process with multi-head attention is presented in Al-
gorithm [I} including both forward and backward propagation
at the edge and cloud.

15)

IV. EXPERIMENTAL PREPARATION
A. Edge Data Configuration and Distribution Analysis

We evaluated all methods on three datasets: CSE-CIC-
IDS2018, NF-ToN-IoT, and NF-UNSW-NB15. Table [I] sum-
marizes their data distributions, highlighting significant class
imbalance. In both CSE-CIC-IDS2018 and NF-UNSW-NB15,
normal traffic predominates, accounting for 66.01% in NF-
UNSW-NBI15, while attack traffic represents less than 35%.
In NF-ToN-IoT, normal traffic accounts for 36.01%, whereas
the least frequent attack class constitutes only 0.02%. To
emulate data heterogeneity across distributed edge gateways,
we randomly down-sampled three categories in each dataset
to create edge nodes with distinct data distributions.

B. Ablation and Baseline Methods

For ablation evaluation, the proposed method is divided
into four variants, as shown in Table [II} Proposed-1 integrates
BERT as a feature extractor into D, forming a split-federated
BERT architecture. In this version, the edge deploys G, C,
and BERT’s embedding layer, while the cloud deploys BERT’s
Transformer and Head layers and aggregates the Transformer
layer using a multi-head attention mechanism. Proposed-2,
compared to Proposed-1, removes the CGAN and implements
feature extraction and classification using BERT. The edge de-
ploys BERT’s embedding layer and classifier network, whereas
the cloud deploys BERT’s Transformer and Head layers and
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Algorithm 1: Cloud-edge split-federated algorithm

Input: Number of edge nodes I; number of split
iterations per global training round R; batch
size for split iterations B; learning rate 7;
Output: Global model parameters WZ;
1 Cloud Server:
2 Initialize model parameters WT WH as Wg 0>
3 for global epoch 7 =0,1,. do
4 { %”}h 1~ A551gn Wz{.,j to edge node i’s
5 foré);igenodeizl,...,
6 L EdgeUpdate();

H .
W os

I in parallel do

T . W7 T T 1.
7 W, W, s W WPI]]
8 o e Calculate attention weight matrix
QK.
softmax( T ); .
9 s ] < Calculate attention output o; V;
10 f i1 < Calculate global parameters
2im1 Vi Wi g

11 Function ServerTrmFordprop (Pford, )
12 h; < Compute forward propagation of W7
WH ;
D4,

13 Output hy;

p,i,J°

14 Function ServerTrmBackprop 'Pb(;;ck,i):

H
15 Wplj+1<—Wp”—nV pwk’
16 PL . + Compute backpropagation gradient
VW ik
7| W =W =g VW s

18 Output Pl

19 Edge node i:

20 Function EdgeUpdate ():

21 | Initialize model parameters Wg¥;, W', W7, as
G c E

Wb ,0° Wb 7,07 Wb,z,O’

22 for each local epoch v =1,..., R do

23 for batch k=1,...,B do

1 Pfora < Wy (X);

25 h; < ServerTrmFordprop(Pford, 1);

26 g «+ wl,(z,c);

27 V; <—wa:Z(h ug;);

28 Calculate cross-entropy loss L(y;,¥;);

29 Pback — Compute backpropagation
gradient VWb i, >

30 Wl?z r+1 — Wb 7,7 nvwbc,i,r,k;

31 PL o ServerTrmBackprop (P oger s

32 Wgwﬂ — WFE i T]VW%” ¥

33 L sz]—i—l %Wb’L] nvwb 87, k>

aggregates the Transformer layer using a multi-head attention
mechanism. Proposed-3, compared to Proposed-1, does not
introduce SL. The edge model employs a complete BERT-
enhanced CGAN, whereas the cloud aggregates the full model
parameters via the multi-head attention mechanism. Proposed-
4 replaces the multi-head attention on the cloud with federated

TABLE I: Data distribution of three datasets

Dataset Category Train Test
Benign 360162 183683
DoS-Hulk 80391 40187
DDoS-HOIC 61670 30828
DDoS-LOIC-HTTP 43214 21607
SSH-Bruteforce 40314 20159
CSE-CIC-IDS2018 Infiltration 36275 18109
Bot 35743 17868
FTP-BruteForce 28009 14112
DoS-GoldenEye 16598 8302
DoS-SlowHTTPTest 13416 6731
In total 715792 361586
Benign 129636 32409
Scanning 80352 20088
XSS 52164 13041
DDoS 43056 10764
Password 24516 6129
NF-ToN-IoT DoS 15156 3789
Injection 14544 3636
Backdoor 360 90
MITM 144 36
Ransomware 72 18
In total 360000 90000
Benign 120000 37000
Exploits 20509 11042
Fuzzers 14505 7805
Generic 10770 5790
Reconnaissance 8337 4442
NF-UNSW-NB15 DoS 3773 2021
Analysis 1446 853
Backdoor 1416 753
Shellcode 937 490
Worms 91 73
In total 181784 70269

averaging [36].

For a comprehensive comparison, three distributed learning
methods are selected as baselines, as summarized in Table
Baseline-1 is a BERT-based FL architecture in which the cloud
aggregates full model parameters using a traditional attention
mechanism. Baseline-2 is an LSTM-based FL architecture
that also employs attention-based aggregation across the full
model. Baseline-3 is a BERT-based split-federated architec-
ture, where the Embedding and Head layers are deployed at the
edge and the Transformer layer at the cloud, with parameters
aggregated via federated averaging [36].

V. RESULTS ANALYSIS

This section compares intrusion detection performance
across datasets, including precision, recall, and F1-score, as
well as communication and computational costs.

A. Detection Performance Analysis

Table shows the weighted average accuracy, precision,
recall, and Fl-score of different methods on the CSE-CIC-
IDS2018, NF-ToN-IoT, and NF-UNSW-NB15 test datasets.
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TABLE II: Ablation classification of the proposed methods

Edge-side enhancement

Cloud-side federated aggregation

Name Subsection [[I-B| | Subsection [II-A] | Multi-head attention (Section [IlI) | Weight aggregate [37]
Proposed-1 v
Proposed-2 v v
Proposed-3 v v
Proposed-4 v v v
TABLE III: Classification of baseline methods

Name Edge-side model Cloud-side federated aggregation

BERT [12] | FedBERT [25] | LSTM [38]] | Weight aggregate [37] | Federated averaging [36]
Baseline-1 v v B
Baseline-2 v v v
Baseline-3 v v v

Proposed-1 outperforms all other methods across all evaluation
metrics, followed by Proposed-2 and Proposed-4. Compared
to Proposed-2, Proposed-1 shows improvements in Accuracy,
Precision, and Fl-score in the three datasets, ranging from
0.7% to 1.5%, 0.4% to 0.5%, and 1.3% to 1.6%, respectively.
These results indicate that integrating a CGAN into the edge
model to implement a generative adversarial split-iteration
training strategy effectively mitigates data imbalance. Com-
pared to Proposed-4, Proposed-1 achieves improvements in
Accuracy, Precision, and F1-score, ranging from 1.2% to 1.3%,
0.4% to 0.5%, and 0.6% to 1.1%, respectively. The traditional
attention mechanism improves model performance by focusing
on key regions in the input sequence, but it relies on context
information provided by the encoder. In contrast, the self-
attention mechanism directly models the inherent relationships
among elements in the input sequence, enabling the capture of
complex dependencies in traffic sequences. Furthermore, the
multi-head attention mechanism adopts a parallelized design
that computes self-attention matrices across multiple feature
subspaces simultaneously, thereby capturing the multi-layered
semantic features of traffic sequences. Proposed-1, by incorpo-
rating a federated aggregation strategy based on the multi-head
attention mechanism, can train better global model parameters,
further improving detection performance.

Compared to Baseline-1, Proposed-1 shows improvements
in Accuracy, Precision, and Fl-score in the three datasets,
ranging from 1.4% to 2.3%, 0.5% to 0.7%, and 2% to
3.2%, respectively. In terms of model architecture, Proposed-
1 not only leverages BERT’s feature extraction but also inte-
grates CGAN’s adversarial training and introduces the multi-
head attention mechanism for global parameter aggregation.
These advantages significantly reduce misclassification and
false negatives, thus improving the Fl-score. Additionally,
compared to Baseline-2, Proposed-1 achieves improvements
in Accuracy, Precision, and Fl-score in the three datasets,
ranging from 12.1% to 15%, 12.4% to 16.4%, and 19% to
23%, respectively. BERT’s self-attention mechanism enables
the model to capture dependencies among distant statistical
features in traffic sequences, thereby capturing complex in-
ternal information. Proposed-1 can extract more information
about attack categories from BERT’s high-dimensional traffic
features, thereby improving classification accuracy. In contrast,

LSTM has limited ability to capture long-range dependencies
in traffic sequences and fails to accurately distinguish attack
types when attack classes are small.

Figs. [ Bl and [6] show the precision, recall, and Fl-score
for detecting normal traffic and various attack categories.
The results indicate that Proposed-1 performs best across
nearly all traffic categories for all three evaluation metrics.
As shown in Fig. E], in CSE-CIC-IDS2018, for the covert
Infiltration attack category, Proposed-1 improves Precision
by approximately 15.6% and 38.2% compared to Baseline-
1 and Baseline-2. This result demonstrates that BERT can
effectively capture long-range dependencies among statistical
features in traffic sequences, thereby improving the detection
of difficult-to-recognize attack categories. By incorporating
BERT as a feature extractor, Proposed-1 effectively combines
the generative adversarial process and trains global model via
multi-head attention on the cloud. Compared to Proposed-2
and Proposed-4, Proposed-1 improves Precision for detecting
the Infilteration attack by approximately 15.2% and 7.6%.

Similarly, in NF-ToN-IoT, for Backdoor, MITM, and Ran-
somware attack categories, which have only 90, 36, and
18 samples, Proposed-1 improves Precision compared to
Baseline-1 and Baseline-2 by 15.2% to 78.5%, and compared
to Proposed-2 and Proposed-4 by 6.9% to 30%. In NF-UNSW-
NB15, for the Worms and Shellcode attack categories, with
only 73 and 490 samples, Proposed-1 achieves the highest
Precision among all methods, with improvements ranging
from 7% to 42.7%. These results suggest that Proposed-1 can
effectively mitigate misclassification in less frequent attack
categories with hidden features.

As shown in Fig. 5] compared to Baseline-2, Proposed-
1 shows significant improvements in recall across all traffic
types. In detecting the Infilteration category in CSE-CIC-
IDS2018, Proposed-1 improves Recall compared to Proposed-
4, but experiences a decrease of approximately 2.1% and
2.3% compared to Proposed-2 and Baseline-1. For the In-
jection attack category in the NF-ToN-IoT dataset, recall for
Proposed-2, Proposed-4, and Baseline-1 is over 93%, while
Proposed-1’s Recall is 90.814%, which is lower than the three
comparison methods. In CSE-CIC-IDS2018 and NF-ToN-IoT,
for these small sample and covert attack categories, Proposed-
1 exhibits a decrease in Recall of approximately 2%, but an
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TABLE IV: Weighted average performance on three datasets

Dataset Method Accuracy  Precision Recall F1-Score
Proposed-1  97.806%  98.037%  97.806%  97.875%
Proposed-2  96.340%  97.336%  96.340%  96.621%
CSE-CIC-IDS2018  Proposed-4  96.511%  96.851% 96.511%  96.627%
Baseline-1 ~ 95.532%  96.595%  95.532% 95.810%
Baseline-2 ~ 85.743%  83.831% 85.743%  82.925%
Proposed-1 ~ 98.536%  98.556%  98.535%  98.541%
Proposed-2  98.027%  98.141% 98.027%  98.066%
NF-ToN-IoT Proposed-4  98.054%  98.164%  98.054%  98.091%
Baseline-1 ~ 97.864%  98.008%  97.864% 97.915%
Baseline-2  83.630%  86.153%  83.630% 82.141%
Proposed-1 ~ 87.098%  91.499%  87.098%  88.748%
Proposed-2  85.807%  90.047%  85.807%  87.169%
NF-UNSW-NB15 Proposed-4  85.968%  90.850%  85.968%  87.642%
Baseline-1 ~ 83.907%  89.466%  83.907%  85.774%
Baseline-2  68.141%  68.476%  68.141%  65.377%
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Fig. 4: Precision for benign and individual attack classes.

improvement of more than 5% in Precision. This indicates
that the three comparison methods tend to misclassify other
traffic categories as the attack class, thereby improving Recall
but sacrificing Precision. In contrast, Proposed-1 balances
Precision and Recall and reduces false positives. Similarly,
for the Fuzzers, Reconnaissance, Shellcode, and Worms attack
categories in NF-UNSW-NBI15, the Recall of Proposed-1 is
lower than that of some comparison methods by less than 3%,
whereas its Precision shows a significant improvement.

Fig. [6] presents the F1-scores in detecting normal traffic and
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Fig. 5: Recall for benign and individual attack classes.

various attack types. Proposed-1 outperforms other methods
in terms of Fl-score across almost all attack categories. For
certain small and covert attack types, such as Infilteration
in CSE-CIC-IDS2018, Backdoor, MITM, and Ransomware
in the NF-ToN-IoT dataset, and Backdoor, DoS, Shellcode,
and Worms in the NF-UNSW-NBI15 dataset, Proposed-2 and
Proposed-4 still exhibit high false positive rates and limited
improvement in detection, while Proposed-1 further enhances
detection performance. In NF-UNSW-NB15, which has the
most imbalanced categories, Proposed-1 shows limited im-
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Fig. 6: Fl-score for benign and individual attack classes.

provements in Precision for the Analysis and Generic attack
types compared with Proposed-2, Proposed-4, and Baseline-1,
but its recall decreases significantly or remains unchanged.
In this case, the Fl-score still demonstrates the superior
performance of Proposed-1. Additionally, Proposed-1 shows
a slight decrease of about 2% in Precision for the Exploits
attack category, but its recall improves by more than 6%, and
its Fl-score increases by more than 3%.

B. Analysis of Split Iteration Effectiveness

In this experiment, we compared Proposed-1, which incor-
porates model partitioning, with Proposed-3, which does not,
to evaluate the impact of partitioning on detection accuracy
during collaborative training. From Fig. [7] the accuracy trends
of both methods remain nearly identical as training epochs in-
crease, indicating that model partitioning does not compromise
detection performance. Moreover, both approaches exhibit sta-
ble performance with only minor fluctuations, suggesting that
the split-federated BERT design maintains detection accuracy
while improving computational efficiency.

Similar trends between Proposed-1 and Proposed-3 further
validate that the partitioning strategy primarily optimizes
resource utilization, especially in resource-constrained edge
environments, while maintaining the model’s detection in-
tegrity. The findings highlight the effectiveness of the federated
split framework in maintaining high detection accuracy while
addressing computational and communication challenges.

C. Training Cost Analysis

This section analyzes the communication cost and compu-
tational time of the federated split training strategy based on
experimental results. Communication cost refers to the amount
of data exchanged between the cloud and edge node ¢ during
split-federated training, while computational time reflects the
model’s time cost for training.

Let I denote the number of edge nodes, R the number of
split iterations per global training round, and B the batch size
for edge node iterations. |W/| represents the total number of
model parameters, and 7 (W) and 7., (W) represent the
computation time for the complete model and the federated
aggregation time for multi-head attention. In the traditional
FL mode in Proposed-3, the entire model |W| must be
uploaded to the cloud server. Since FL involves bidirectional
communication, the communication data volume is 2|W|.
In contrast, in split-federated learning, only the parameters
between the split layers need to be transmitted. Specifically,
LE, LT, and LY represent the forward propagation outputs
of the Embedding, Transformer, and Head layers, respectively,
while VLP, VL”, and VL¥ represent the backward gradient
updates for the classification network, Transformer layer, and
Head layer. d¥, d”, and d" represent the dimensions of the
Embedding, Transformer, and Head layers.

In our experiment, the total number of trainable parameters
for BERT is 9,632,842, with the Transformer layer having
2 layers, a hidden dimension of 256, and 4 attention heads.
Therefore, d¥ = 256, d¥ = 256, and d¥ = 10. The total
number of trainable parameters for CGAN is 1,404,979, and
the batch size B is set to 100.

For Proposed-1, the communication data volume per split
iteration for each edge node is

Lyw=LF+1L" +vLP +vLT
=d’B+d"B+d"B+d"B
= 2B(d¥ + d™)

The total communication data volume for Proposed-1 in one
global training round is

Ly =1-R-2B(d* 4+ d") = 2IRB(d” + d")

(16)

a7

Similarly, in Baseline-3, the communication data volume per
split iteration for each edge node is:

Loy =LF + LT 4+ vL? 4+ vLT
=d*B+d"B+d"B+d*B
=2B(d¥ +d")

The total communication data volume for Baseline-3 in one
global training round is

Log =1-R-(2d¥B +2d" B) = 2IRB(d” +d")

(18)

19)

As shown in Fig.[8] when applying the relevant experimental
data to the formulas in Table [V] it is evident that as R
increases, the communication cost for Proposed-1 remains
consistently lower than that for Proposed-3 and Baseline-
3. Consequently, the split-BERT strategy in Proposed-1 re-
duces communication costs while maintaining stable detection
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performance. For computational costs, T(W¢), T(W1),
T(WH), T(WE), and T(WP) represent the computation
times for wf s wjg, wf s wa, and wbc in one global training
round. 7. (W,,) represents the federated aggregation time
for wg based on the multi-head attention mechanism in one
global training round, and 7. (Wg ) represents the federated

averaging time for wg in one global training round.

For Baseline-3, the computation cost for an edge node is

represented as
T(W) = T(Wg) +T(Wf) +T(WbG) +T(WE)+T(WFE)
(20

TABLE V: Communication cost of one global training

Model Edge node Cloud server
Proposed-1 2RB(d¥ 4+ d¥) 2IRB(d® + d¥)
Proposed-3  2|W| 2I|W|
Baseline-3  2RB(d” +d¥) 2IRB(dF +d%)

TABLE VI: Computation cost of one global training

Model Edge node Cloud server
T(WE) + T(Wi) - T(W;) + T(W;)
Proposed-1 E T
+T(Wy) + Tt (W)
Proposed-3 T (W) Tmut(W)
Baseline-3  7(W{E)+T(WE)  T(WI) + T (W)

In Proposed-1, the computation time for the top-tier model is
(W) = T(W,) + T(W,]) @1

For the edge node in Proposed-1, the computation time is:
Ti(We) = T(W5) + T(WP) + T(Wy)  (22)
In Baseline-3, the computation time for the top-tier model is
T2(Wy) = T(W) (23)

For the edge node in Baseline-3, the computation time is:

T2(Wy) = T(W)) + T(W]) (24)
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From Tables |[V| and since w! is much larger than

wf, wl, w, and wf, T(WL) > T(WE) + T(W]) and
T(WL) > T(WE) + T(W7), thus T(Wp) < T(W) and
T2(W3) < T(W). The computation cost of Proposed-1 and
Baseline-3 at edge nodes is lower than that of Proposed-3.

VI. CONCLUSION

In this study, we propose a split-federated BERT framework
with adversarial training and multi-head attention aggregation
for edge intrusion detection. The framework partitions BERT
across edge and cloud, enabling collaborative training while
reducing communication overhead. The BERT model serves as
the traffic classifier, while a CGAN enhances local learning at
the edge. The combination of edge-side adversarial enhance-
ment and cloud-side attention-based aggregation improves de-
tection performance while maintaining controlled computation
and communication costs. Experiments on multiple datasets
demonstrate consistent improvements over baseline methods
in accuracy, precision, recall, and F1-score. The framework is
applicable to resource-constrained distributed networks such
as IoT and edge-based monitoring systems.
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